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ONEeKTPOHHBIE CEPBUCHI, MHTEPHET-OAHKUHI, yAaJIeHHas padbora Hu
yude0a, OHJIaliH-PEeruCTpalK, THTEPHET-MarasuHbl 1 MapKETIUIINCHI — BCE 3TO
HACTOJIbKO MPOYHO BOLLIO B HAally MOBCEIHEBHOCTb, YTO MHOTAA TPYAHO
MOBEPUTH, KaK KUK 0e3 AToro panbiine. Yem OoJblie MOTpy)aeMcs B MHP
MH()OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJNOTUN (Odaree — HKT), TeM
00JIbIlIE CTAHOBUMCS YSI3BUMEE.

KubOepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAYUTENBHBIX U MOCTOSHHO PACTYIIUX YIPO3 ISl rI100anbHON O€30MacHOCTH
B XXI Beke. Ha done BceoOmel mudpoBusanuu 3ta npodiemMa HE MPOCTO
HApacTaeT, a JBOJIIOIMOHUPYET, HA YTO BIUSAET LIMPOKOE HCIOJb30BaHUE
UCKYCCTBEHHOTO HHTEIUIEKTA (daree — MH), TaKk Kak 3J0yMBIIUICHHUKA
HAYMHAIOT KCIOJB30BaTh €ro s co3JaHusg Oojee  U30UIPEHHBIX
BPEJOHOCHBIX POrPaMM, aBTOMATU3aLIMH aTaK U aHAJIN3a ysI3BUMOCTE.

KubepaTtaku npeBpaTuinuch U3 MpoOIeMbl TEXHUYECKUX CHEI[UATUCTOB
B OJIHY W3 IJIaBHBIX CTPATErMYECKUX YIPO3 HAMOHAIBHOM, SKOHOMUYECKON 1
OOILIIECTBEHHOW 0€30MaCHOCTH JIH000M CTpaHBbI.

[lo pe3ynapTaTaM HCCIEIOBaHMS, MPOBEACHHOIO B IPOLLJIOM IOy,
benapycws Haxoautcs Ha 3-M mecte B peiltunre ctpan CHI', koTopeie uaiie
BCET0 MOJIBEpraloTcs KuoeparakaMm.

Kaxnas naras ataka B benapycu npuxoaurcs Ha roccektop (22%). Ha
BTOpOM MecTe — cdepa npoMbluieHHOCTH (14%), a Ha TpeTbe CTpouKe —
dbunancoBas otpacib (11%). MHoro arak Tak)Ke HaIlEJIE€Hbl Ha CEKTOP
TEeJIEKOMMYHUKAIUM, chephl HAyKu U 00pa3zoBanus (8%).



Kaxnas  Bropas  kxmbeparaka (57%) TpUBOOUT K  yTEUKe
KOH(PUICHIIMAIBHBIX JAHHBIX. Pexke OHU HapyIIal0T OCHOBHYIO JI€ATEIbHOCTh
(16%) unu HecyT mpsiMble (puHaHcOBBIE mMoTepu (8%). bonee moIOBHHBI
YKPaJICHHBIX CBEJICHUN COCTABIISIOT MEPCOHATILHBIC TAHHBIE U KOMMEpUECcKast
TailHa. AKTyaJlbHOM mpoOJieMO oOcCTaeTcs Kpaxka JeHer ¢ OaHKOBCKUX
KapTOYEK U DJIEKTPOHHBIX KOIIEIHKOB.

Cmaiin 2.

POCT KMBEPATAK B BEJIAPYCU

[l Nozuuus Benapycu: 3-e mecto & CHI no
KONM4ECTBY knbepatak

] OCHOBHbIE LIENM ATAK:
Toccexrop — 22%
Mpombiwnennocrs — 14%
DuHance - 11%

B NOCNEACTBMA:

Yreuka aaHHbIX — 57% cnyyvaes

Hapywenwe paborsl — 16%
Dunancosbie norepu — 8%

CornacHo panHbiM 3a 2024 roja, Hama pecrnmyOivKa MO YPOBHIO
kubepbe3zonacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvuwui unoexc kubepbeszonachocmu),
yCTynMB 10 3ToMmy wuHAEKcY cpean ctpan CHI' nums Mongose,
Azep0aiimkany u Poccun.

PocT u yc/10:kHEHHE METO/I0B KHOEepPyrpo3 TPeOYyIoT onepekaouiero
U KOMILIEKCHOTO pearipoBaHus.

B benapycu npuHAT psl CUCTEMHBIX Mep, U 00pb0a ¢ Kubepyrpo3zaMu
BEJICTCS Ha HECKOJIBKUX YPOBHAX. Tak, Ha rocy1apcTBEHHOM YPOBHe YKa30M
[Ipesuaenta Pecnyomuku benapycs Ned40) «O  kubepOe3omacHOCTH
peanusyercs KOMILJIEKCHBIN MHOTI'0YPOBHEBbIi MEXaHU3M
NPOTUBOCHCTBUA KHOepaTakaM HAa TOCYJApCTBEHHBIE OpraHbl U
OpraHu3aly, KPUTHYECKYI0 WHGOpMarmoHHyr uHppacTpykTypy. Co3man
HanmonansHeIM MIeHTp oO0ecnieueHus: KuOepOe30nmacHOCTH M pearupoBaHus Ha
KUOCPUHITUACHTBl (danee — Hayuonanvnolii yenump xubepbezonacrocmu).
HanaxxeHo MeXIyHapoHOE COTPYIHUUECTBO B ATOU cdepe.

Co3nmanbl  HEOOXOJWMBIE  TMPABOBBIE  YCIOBUSL ISl 3aIlUTHI
NEPCOHANIBHBIX JAHHBIX U OE€30MaCHOCTU JIMYHOCTH M OOIIECTBa MPH HUX
ucnoiab3oBaHuu. 3akoH PecnyOnuku benapych «O 3amure nepcoHaJbHbIX
JAHHBIX», TPUHATHIN B 2021 ro1y, yCTaHABIMBAET IPAHULIBI, ONIPEACIISAIOIINE,



KaKyl0 WHQPOPMAIMIO O YEJIOBEKE MOXHO COOUpAaTh M PACIPOCTPAHSTH.
BMmecte ¢ Tem, 4TOOBI 3aIKTa MEPCOHAIBHBIX TaHHBIX ObLIA MO-HACTOSIIEMY
3 PEeKTUBHON, HYXHBI OOIIHWE YCUIIUA — HE TOJbKO TOCYJapCTBa, HO H
rpakKJaaH.

[IpoTuBOACHCTBHE OCYIIECTBISCTCS W HA KOPHMOPATHBHOM YPOBHE.
Opranm3aniud W TPEANPUATHS HWHBECTHPYIOT B KHOepOe30macHOCTh U
o0y4ueHHEe COTPYIHUKOB.

Jns GoprOBI ¢ kuOepyrpo3aMu Ha HMHAMBHAYAJIbHOM YPOBHE
TpeOyeTCsl TOBBIINICHHE MU(POBOM TPAMOTHOCTH HACEJICHHS, COOJIIOJICHHUE
JIEMEHTAPHBIX TPABHI ITUPPOBON TUTUEHBI.

CoBpeMeHHbBIE ACTIEKTHI KN0ep0e30NmacHOCTH

Kubeprpectymienus TPaHCHALIMOHAJIbHBI, 3JI0yMBIIUICHHUKHU
HCIIOJBb3YIOT aHOHHMaﬁ3CpBI (cepequz, noseoJiAilwue CKpolms JIU4HblE oanmnvie
nonvzogamensa u obdecnedumv AHOHUMHOCMb 6 Hnmepneme) W HAXOIATCS 3a
pyOeXoM, UTO KpailHe 3aTpyHSET UX 3ajeprKaHue.

I[To namnsiM CrnenctBeHHoro komurera PecmyOnuku benapycs,
orMmevaeTcs yxon 6osee 80% BbiMoraTenbcTB U 6oJiee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEeMY, YeMy CIOCOOCTBYEeT B TOM YHCJIE€ HU3KUM MPOIECHT
OCBEIOMJIEHHOCTH TPaXJAaH O MNPECTYIHBIX CXEMaxX, a TaKXKE pPa3BUTHE
CITOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

KapTtuna pacnpocTpaHeHHBIX BUIOB KuOeprnpecTyiieHuid B benapycu
MOBTOPSICT TJIOOATbHBIE TPEHJbI, HO C AKIIEHTOM Ha MECTHBIE IUIATEKHBIC
CHUCTEMBI U MMPUBBIYKU HACEIICHUA.

[lo pmaHHBIM  TJIABHOTO  YHOPABJIEHHUS IO  MHPOTUBOJICHCTBUIO
KHOEPIPECTYMHOCTH KPUMUHAIBHON MUWIMIIMM MUHHCTEPCTBA BHYTPEHHHUX
nen Pecnybonuku benapyce, 3a 9 mecsieB Tekymiero rojga B bemapycu mo
CPAaBHEHHIO C AaHAJOTHMYHBIM MEPUOAOM MPOIUIOTO ToAa KOJIUYECTBO
KHOepnpecTymieHuil CHU3UIoch noutu Ha 11% (Ba 9 mecayes 2025 200a
sapeaucmpuposano 6onee 13 moic. cyuaes (13 420), mpems uz komopuwix (4 121) —
6 2.Muncke).

ITo cratuctrke keHIUHBI (65%) yaille BCEro CTAHOBATCS KEPTBAMHU
MOILIICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIM IYTEM IICHUXOJOTHYECKUX
MaHUMyJsIuuid 1o tenedony (77,9%), Kymiv-npoaaku TOBAPOB U OKa3aHUs
ycayr (65,6%), OmarorBopurenbHOCcTH (100%). My:kuunbl (84,8%), kak
MPaBUJIO, CTAHOBATCA  KEPTBAMHU  MOILICHHUYECTBA, CBSI3aHHOTO C
VCTOJIb30BAHUEM CANTOB 3HAKOMCTB.

Cmaiin 3.



MOPTPET XXEPTBbl MOLUEHHUYECTBA

MOIEHHUHECTBO Ha CANTax IHaKomcTe — 84 8%
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Cnpaeouno:

Bospacmmnuie cpynnvt nomepnesuiux:

a100u cmapuie 50 nem yawe cmaHo8aAMCsL dHcepmeamu menegh)oOHHbIX
MoOuleHHU4ecms,  obmaHa,  008epuUUBOCMU,  J1e2eHO O  NOMOWU
DPOOCMBEHHUKAM,

Mo100excy 00 30 1em ysa36uma om MOUWEHHUYECKUX OUCAHYUOHHBIX
coenok ¢ Heosudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «oOUp’CU» U
«po3sviepvludets unu akyuiy (65,4%);

auua cpeonezo eo3pacma (3049 nem) — naubonee maccosas epynna
cpeou  nomepneswux om  HUKT-mowennuuecmea ¢  3axnoyeHuem
2PAACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabommuvie u neyuwawueca wawe nonaoaromcs 8 UHBECMUYUOHHbLE
n08yuiKU (46,2%), umo modxcem ObIMb C8A3AHO C NOUCKOM UMU UCTNOYHUKOB
00x00a UnU ysiedeHuem a3apmublMu CXemamu.

[To cmocodam coBepuIeHUs] MOIIEHHUYECTBA Yall€ BCEr0 MPOUCXOSAT
OT MMEHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsIIOTCS
COTPYJHUKAMH MPABOOXPAHUTENbHBIX OpraHoB (MB/, CK, /J®P, KI'bh) u
paboTHHKaMu OaHKOBCKHX OpTraHu3aliidi. MOIIEHHUKH CTajdd 3BOHHUTH OT
MMEHHU PaOOTHUKOB CIYyXO rasza, BOJIOKaHaja, SHEProHaa30pa, MOOUIBLHBIX
OTIEPATOPOB CBSI3H IO/ MPEAJIOTOM OKOHUYAHUS CPOKa JI0rOBOpa U MpejiaratoT
JUISL €70 MPOJICHUsT coo0uTh 1udpoBoi kKo U3 cMc. [locne nepenaun koaa
JKEPTBE 3BOHUT COOOIIHMK MOIIEHHMKA MW YXE€ MPEICTaBIsAETCS
MIPABOOXPAHUTEIIEM, 3aIYyTUBAET TEM, UTO YEJIOBEK Nepeaai JUYHbIC TaHHbIC
¥ Ha ero uMsi OyAayT o(pOPMIICHBI KPEAUTHI. A 4TOOBI MX N30€KATh MpeIaract
oQOpMHTH BCTPEYHBIC KPEAUTHI M TIOJYYEHHBIC JCHBIM TIEPEBECTH Ha
YKa3aHHBIA CUET WM OAHKOBCKYIO KapTy.

[Ipu cxeme oOmaHa oT uMeHHU pykoBoauTesiei (Fake boss) (yupescoenuii
00pazosanus, 30pABOOXPAHEHUs,  KYIbmypvl, Npeonpusmuii) MOIICHHUKU
3allyTUBAIOT  MOJ03peHHeM B (UMHAHCHUPOBAHUM  SKCTPEMHUCTCKOMN
JEATEIIbHOCTH, MMPOBEICHUEM OOBICKA U U3BSITUEM JICHET, TAKXKE MPEIararoT
JAHHBIN (aKT Jep>KaTh B TAUHE U MOOOIIATHCS C ONPEACICHHBIM COTPYHUKOM
MIPABOOXPAHUTEIBHBIX OPTaHOB, KOTOPBINA SIKOOBI JJIsl COXPAHEHUS JICHEAKHBIX



CPEIICTB Mpe/jIaraeT «BpEMEHHO» MEPEBECTHU JACHBIM HA 3aIUIICHHBINA CUET.

B tenedonnoM paszroBope He JOBEPSNUTE HE3HAKOMBIM JIMIIAM, KEM OBl
OHU HE MPEJICTABUIINCD, €CITU BbI HE JKJIETE TAKOT0 3BOHKA.

Tperp momeHHuyecTB (27,6%) coBepuIaeTcsa MOJA BHIOM MPOAANKH
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaromy aemo3aniyacmu, cado8ble Kaieiu, HOB0200HUE e, MOPenpoOyKmul U
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEJIaraloT  MNOTEHUHUAIbHBIM
MOKYTATEJISIM MEePEBECTU MPEIOIIaTy 3a TOBap M OOCIIAIOT €ro BHICIATH MO
MOoYTe€ WU KypbEepoM, IMOCJE 4Yero OOILIEHHE MPEKPAIACTCs, U «KIUCHT
OCTaETCsl HU C YEM.

Cnpagouno:

Taxoice Haubonee pacnpocmpaneHtvle NPecmynHble CXeMmbl.

360HKuU om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCMeEEeHHbIX O0pP2AH08, KO0204 MOUWIEHHUK, UCNONb3YS MeXHOI02UIO
HOOMEHbL HOMEPA, 360HUM C HOMEPA, NOX0JHCe20 HA OPUYUATbHBIL HOMED
bauka u coobwaem o «nOOO3PUMENbHOU Onepayuuy ¢ Kapmotu, «0J10KUposKe
cuemay Uiy «NONvIMKe 8310Ma», a OJI8 «3AWUMbBLY WU OMMEHbL ONePayuU»
npocum coobuwums CVV-k00, Oanmnvie uz SMS-coobwenus c¢ Kooom
nOOMBepPIHCOeHUs, NAPOIb U3 UHMEPHEeM-OaHKUHead Ul nepesecmu OeHbeU Ha
«bezonacuwlily (Ha camom oele NOOKOHMPOIbHbIL MOULEHHUK)) CUem,

Guwunzosvie SMS-coodwenun u nucoma, xo2oa npuxooum SMS-
cooOWeHue U 21eKMpPOHHOe HNUCBbMO C COooOujeHuem o «OIOKUposKe
Kapmuly, «npobieme ¢ HAN020M», «8blucpbluie 6 Jomepeey, KOmMopoe
coO0epaHcUm CColikKy Ha QUUUH208bILL UHMEpHem-pecypc (catim — KIOH),
KOMOpblil 8b1210UM KAK 0QUYUATbHBIU UHIMEPHem-pecypc OAHKA, HA02080U
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 0p2and, 20e mpebyemcs 8gecmu
JIO2UH, NApob, OAHHblE NIAMENCHbIX CPeoCcme, Nocle 6600a KOMOPbIX
cogepuiaemcs xuujenue;

MOUWIEHHUYECMEA 6 COUUANbHBIX CEMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koe0a 310yMblULIeHHUK 8371AMbIEAET AKKAYHM 8
coycemu umu cosoaem Hertikogulil, NOXONCUL HA He20, Nuuiem OaUKUM
POOCMBEHHUKAM OM UMEHU 81a0enbyd aKKAyHmd, 4mo CPOYHO HYIHCHbI
O0eHbeU HA «OUYeHb 8adCHOe 0el0y (NONANL 8 CIONCHYIO CUMYayuio, nonail 8
JTII u 0p.), npocsi HUKOM)Y He 360HUMDb, IUOO AHANOSUYHASL Npedbloyuell
cxema, Ko20a MUMEHbI0 CMAHOBAMCA OPY3bsl, A MOUEHHUK OM UMEHU Opyaa
nuuiem, 4mo 3acmpsi 3a epanuyel, y He20 YKpaaiu OeHbeUu/00KyMeHmbl, U
npOCUm CPOUHO nepesecmu Cpeocmaa,

¢heitkosvle unmeprHem-mazazunvl, K020a co30aemcs Kpacusblil Catim-
OOHOCMPAHUYHUK UIU 2PYNNA 6 COYUANbHOU cemu  (3auacmyro 6
«Hncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELEHUS MO8ap
(mexnuxa «Apple», caodosas mebenvb, Haldysuvle Oaccelinvl, OpeHo0sas
ooedcoa u 0p.), a nocie npedoniamvl mosap He Npuxooum, a Caum uiu
2pynnvl ucuezarom, 1ubo coodweHUs dHeepmewl 0aiee USHOPUPYIOMCA,

MOUWIEHHUYECMEa NO0 6UOOM 20CYOApPCHBEHHBIX OpP2AHO08, K020d
Jlcepmee nocmynaem 360HOK OmM UMeHU «cyobuy, «compyonuxa MBJ»,
«HA020801L» ¢ MpeboBaHUEM CPOYHO ONAAMUMb HeKUUl QUKMUBHBIU 0072,
Wmpacg unu NOWLIUHY, Y2pod#Cas apecmom C4emos uiu Opyeum HaKkazaHuem,
npocsam yYCmMaHo8Ums NPULOdceHue 07l YOaleHH020 00Cmyna (Hanpumep,
«AnyDesk» unu «TeamViewery) ons «nposepxu cuemay», ymo Oaem um
NOJIHBIY KOHMPOJIb HAO YCMPOUCEOM NOMEPNEBULESO,
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¢unancosvie nupamudvt U uUHEECMUUUOHHbBIE MOUIEHHUYECMEA,
makue KAk  NpeoylodCeHUs  «BbICOKOOOXOOHBIX — UHBECUYUL» 8
KpUnmo8amomy, Oupxicu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM GblCOKUM
0oxooom. Illpu smom Ha nepeom smane Mo2ym 0adxce GblNIAYUEAMNb
HebonbUUe NPoYyeHmsl, Umobbl NOmepnesuiuli 6Hec euye 00IbLULe OeHEHCHBIX
cpeocme u npuseil pOOCMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCe Ye20 NPOeKm
3aKpviBaemcsi, a OeHeddCHble CPeoCmea NOXUUAIOMCsL,

6bIM0O2AMENbCME0 HA UHMUMHOU NOYEe («CeKxcmopuien»), Ko2oa
MOULEHHUK Yepe3 COYcemu 3HaAKOMUMCS C HCePMEOll, mupaemcs 8 oosepue,
CKIOHsem K 00ueHuro 8 gudeoyame UHMUMHO20 XApaKmepa uil K Omnpaske
OMKPOBEHHBIX (hOMO, 3anuUcvléaem Udeo UlU oeiaem CKpUHWOmbl, a 3amem
wanmasicupyen.

OnaceHusi BBI3BIBAIOT HaOuparomme O0O0OpOThl BbIMOIaTebCTBA
(526 cayuaes) ¢ ucCHONB30BAaHWEM WH()OPMAIIMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUW: MOTEPIIEBIINX IO PA3TUYHBIMHU NPENIOTAMU BBIHYXKIAIOT Ha
JUYHBIX ycTpoiicTBax [Phone BoliTu He B CBOIO yueTHy!o 3anuch. [locie Bxona
[Phone GnokupyeTcs Kak MOXMINEHHBINM U CTAHOBUTCS HE MPUTOAHBIM. JlJis
Pa30JIOKUPOBKHU 3JI0YMBIIIJIEHHUKHN TPEOYIOT BBIKYII.

[ToaToMy HU B KOEM cily4yae HeJib3sl BXOAUTh Ha CBOEM YCTPOMCTBE B
YYKYH0 YYeTHYIO 3allMCh, BIAJENICI] YYETHON 3aMiCU MOXKET 3a0JIOKUPOBATh
YCTPOMCTBO.

Cmaiip 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMBIE B CTPAHE

- 380HKK OT umenu Banka, coTpyarmra MBA, KI6 u
MHBX FOCYABPCTBEHHEX OPraHos

PuwrHrosse SMS-coobueHua u nucema

MOLWEHHUYECTBA B COLMBAbHLIX CETRX M
MECCEHMEPaX

MOWEHHUYECTEA NPK OHNARH-NOKYNKAX H3
NACWAAKAX NO NPOAAME TOBAPOB

DERKOBLIE MHTEPHET-MaraauHn

MOWEeHHUYECTEE PO BUAOM rOCYAs PCTBEHHBIX
Opravos

PUHAHCOBLE NUPAMKUIL U MHBECTHLMOHHLE
MOWEeHHWYECTEa

@ 0h-HREN PR

BHMOr3TENDCTBO H3 MHTUMHON NOYEE

Crnenyer OTMETHTb, YTO (PUITUHT ¥ MOIIIEHHMYECTBO ¢ 0AHKOBCKUMHU
KapTaMHM SIBJISIOTCS CaMOW MacCOBOUM KaTeropueil KHOSpMOIIICHHUYECTBA B
Pecnybnuke bemapycs.

IIpu »TOM Hapsay ¢ JAHHBIMH TPECTYIHBIMM CXEMaMH MOIICHHHKU
aKTUBHO WCTOJB3YIOT W Takod MeToj (UIIMHTA, TPU  KOTOPOM
KOH(pUICHIIMAIbHBIC  JTaHHBIE  OCNOPYCCKUX  TpaXkgaH  JOOBIBArOTCS
3JIOYMBIIIUICHHUKAMH  TTOCPEJICTBOM  TeI€(OHHBIX 3BOHKOB. OJTOT BHJ
MOIICHHUYECTBA HA3BIBACTCS «BUIIHHT.



Ciaiig 5. BuaeopoJiuk.
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Cnpaeouno:

Buwunz — smo ycmuas pazHosuonocms Quiuunea, npu Komopou
3M0YMBIUUIEHHUKU NOCPEOCEOM MeNe)OHHOU C853U, UCNONb3YS NpUembl,
Memoobl U MeXHOI02UU NCUXOJIOSULECKO20 MAHUNYIUPOBAHUSL, NOO PAZHLIMU
npeono2amu, UCKYCHO Uepasi ONpeoesieHHyIo poiib (KaK npasuio, COmpyoHuKa
OaunKka, MexHUYecKko2o0 CHeyualucma u m.0.), BbIHYHCOAIOm Yeni08eKd
CcoObUWUMb UM C80U KOHDUOEHYUANbHbIE OAHKOBCKUE UIU NEPCOHANbHbIE
OanmHble AUOO0 CMUMYIUPYIOM K COBEPULEHUIO ONPEOeNeHHbIX OeUCMBUll CO
CBOUM DAHKOBCKUM CUEMOM UU DAHKOBCKOU KaApmMOIl.

I[To wmepe pa3Butuss  HHGPOPMANMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT M  BO3MOXKHOCTH KHOEpPHPeCTYIIHUKOB.
HekoTopble MOIIIEHHUYECKUE CXEMbl MOJYYWIM HOBYIO KHU3HBL Ojaromaps
HUCKYCCTBEHHOMY UHTEJUICKTY.

Pacter konumyecTBO ciiydaeB MOIIEHHUYECTBA C HCIOJIb30BAHUEM
TexHoJioruu Deepfakes — 3T0 co3/aHHBIE MCKYCCTBEHHBIM HHTEIEKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJCTBEHHUKOB, KaK MPABUIIO, C TPOCKO0I O CPOUHOM JACHEKHOM MEPEBOJIEC U JP.

[Ipu BuAcO3BOHKE cieayeT oOpamaTh BHUMaHHWE Ha TaKue JIeTau, Kak
HEYETKOE MJIM CMa3aHHOE M300paKeHHE JIMIa TOBOPSIIETO, OTCYTCTBUE WU
HEEeCTECTBEHHAs: MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHN OAHKOB U MPABOOXPAHUTEIILHBIX OPTAHOB HE
3BOHSIT 4Yepe3 MECCEH/KEpbhl C HCIOJIb30BaHUEM BHUAcOCBs3u. Ilpm
COBEpPIIEHUN [IEHE:KHOT0 TepeBoJa MO BJIUSIHUEM MOIIEHHHKOB
HEO0X0IMMO He3aMeHJINTEILHO 00PATUTHCH B OPraHbl BHYTPEHHHX JIeJI
JUISl COXPAHEHUS JICHE)KHBIX CPEJICTB.

Jlaxxe Koraa UCKYyCCTBEHHBIN MHTEIUICKT UCTIOJIB3YETCS BO 0J1aro, Hy>KHO
ObITh OCTOPOXHBIM. Eciu paOOTHHK oOpraHu3zald JAyMaeT, YTO 3arpy3uT
nokyMmeHT B 9at GPT 1 oH Bce OBICTPO CAeNaeT, TO ATO MPSAMOM MyTh K YTEUKe
KOH(UJICHIINATBHBIX TaHHBIX. [JOKYMEHTBI OTHPABSATCS HA CEPBEPHI B IPYTOM
rOCyJIapCTBE, W 3aKOHBI HAIIEHl CTpaHbl YK€ HE MOTYT rapaHTUPOBATH UX
0€301acHOCTb.



Comatir 6.

MCNOJIb3OBAHUE 4
WUCKYCCTBEHHOTO UHTE/IIEKTA -

B Uenesoit duwmnr Ges owmnbok: { P
NEPCOHANUIMPOBAHHLIE M TPIMMATHYECKH TeaynpeHble
pacceinku, obXoAAIMe TNABHEIR MapKep yrpossl. |

B Mowernnuectso yepes Deepfake:
rEHEepauUmMa BHALO W rON0C3 PYHOBOACTES ANA
CIHKUMOHUPOBAHUA HEIAKOHHBIX PUHAHCOBHIX ONEPA

B vH-6ool aan couy ot p "_i‘l
BEAEHHWE OCMBICNEHHBIX OMANOTOB ANA BblMaHMBaw
KOHPHARHUMANEHOW UHDOPMIUMK. 1

IIpesunent benapycu A.I'.Jlykamenko, Boictynas Ha |l Munckoi
MEXIYHANPOJHON KOH(PEPEeHIINH IO €Bpa3UIICKON 0€30MaHCOCTH, KaK OJIHY U3
KJIFOYEBBIX 3a7lad B 1I€JIOM 0003HAYWJ HEOOXOJUMOCTh MPHUHATUS MEP B
o0JacT HCKYCCTBEHHOTO HHTelUlekTa: «Heynpaenaemasa zouka 6 3moil
cghepe npespaujaem e2o u3 noyie3nozo pecypca ¢ opyycue. B nepcnekmuee —
MaACCOB020 NOPANHCEHUA) .

Cmann 7.

(4

Heynpaesnaemas 20HKa 8 smoli
chepe npespawjaem €20 (npum. -
UCKyccmeeHRbIU uRmennexkm) U3
10ne3Ho20 pecypca 8 opyrue.
B nepcnekmuee — maccoeozo

nopa3@eHus. , ,

pezudenm Pecrylauxu Benopycs A5 IyK0Weno,
11 MuHCKGA MeROyHapPedHaA XOHBEDEHILS NO
eapo3viickoeli GesonacHoomu, 28 oxmatips 2025 2

Corpyanukamu MuHHCTEPCTBA BHYTPEHHUX Jen M HanmoHampHOTrO
O0anka PecnyOnuku benapych NpHHHMAalOTCSI Mepbl, HAalpaBJieHHble Ha
0J1I0KkMpOBaHUE MOIIeHHNMYeCcKNX onepanuii. B benapycu ¢ 1 mapra 2024 r.
neiicteyer Yka3 Ilpesugenta Ne 269, koTopblil mpegocTaBiseT OaHKam
BO3MOKHOCTb ITPUOCTAHABINBATH MOJO3PUTEIbHBIC IEPEBOBLI U COBMECTHO C
MIPABOOXPAHUTEIBHBIMA OpraHaMHu pacciIeNoBaTh WHUWUJCHTHL. J{aHHBIM
MEXaHM3M [O3BOJSET JOCTaTOYHO A(P(EKTUBHO  B3aUMOJECHCTBOBATH
rpakJlaHaM ¢ OpraHaMHy BHYTPEHHUX JEN, a UM, B CBOIO OUEPE[lb, «B PEIKHUME



24 Ha 7» mepenaBaTh yKazaHHYI WH(oOpMaIiuio OaHKOBCKOMY CEKTOPY H
mojydarb OT Hero 3(PGEeKTHUBHO U OBICTpO HHGOPMAIMIO O JHIAX U
WHCTPYMEHTaX, KOTOPhIEC 3aJ€HCTBOBAHBI B MPOTUBOMNPABHON ESITEIBHOCTH.
W camoe Ti1aBHOE — MpEANPUHUMATH MEPhI, HAIIPABJICHHBIC HA COXpPaHEHUE
y>Ke TTOXHIIEHHBIX ACHEKHBIX CPECTB Yy TPaK/IaH W HEAOIYIIICHUS TepeBoia
UX Ha 3apyOeKHbIE cUeTa.

B cBiI3u ¢ HEOOXOAWMMOCTBHIO 3aIlAThl OT MOIIEHHUKOB OaHKU
yCTaHABIMBAIOT JUMUTHI MO CHATHIO JEHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycu.

boppba ¢ »aTuMm mpectymieHHsIMH TpeOyeT HE TOJbKO OoJee
COBEPIIICHHBIX TEXHOJIOTHUH 3allUThl, HO M (PYHIaMEHTAJIBLHOTO IOBBIIICHUS
u(GpOBOM TPAMOTHOCTH HACENICHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTAeTCs
HanOoJiee ySA3BUMBIM 3BEHOM B JIFOOOU cucTeMe 0€30MMacHOCTH.

Hudposasi rpaMOTHOCTH HaCeJICHHUS

Kubepo6e3onacHOCTh — 3TO OTBETCTBEHHOCTh Ka:KA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TaKUX MPOCTHIX BEIEeW, KaK BBHIOOP HAJEKHOIO MapoJis JJis
JIOMAIHEHN BJIEKTPOHHOM MOYThL. BaKHO TOMHUTB, YTO OJIUH U TOT K€ MapPOJb
HEJIb3s1 UCII0JIb30BaTh OJHOBPEMEHHO ISl paboyeil MOYThI, JAJIsl pErucTpanuu
Ha pa3JIMYHBIX caiTax U B MecceHkepax. K cloBy, JIUUHBIC JaHHBIE Yallle
BCETO IIOMAJa0T K 3J0YMBIIIJICHHHKAM W3 0a3 JaHHBIX Mara3uHOB (Wbl
ocmasinem amuiuio, UMs U omuecmeo, aopec u meiedon npu pecucmpayuu OJis
noJyYeHUss OOHYCHBIX UU CKUOOUHBLX KAPM).

Heob6xomuma »snemenTapHass nudpoBasi THrHeHA, TPU KOTOPOU
c00J110/IeHMe MPOCTHIX NMPABWJ NMOBEAEHHUsI B CETH IO3BOJIICT 3alUTUTH
NepCoHabHbIC JaHHbIC, (UHAHCHI U YCTPOMCTBA OT KMOEPMOIIIEHHUKOB.

Oco0yl0 akTyaJbHOCTh TeMa LHU(PPOBONM TUTHEHBI MNPUOOPETAeT B
OTHOIIEHWM MOAPACTAIOLIETO MOKOJICHUA. J[eTH cerogHsa He TOJIbKO aKTUBHO
OOIIIaI0TCS B MECCEHJIKEpax, HO U MOTPYKAIOTCS B MUP OHJIAUH-UTP, TAE UX
Kpyr OOIlEHUs pacuIupseTcs 3a cueT He3HakoMileB. Cpeau HMX MOTYT
CKPBIBAThCS M KHOSPIPECTYITHUKH, CTPEMSIIIINECS HUCTI0JIb30BaTh peOCHKA JIJIs
MOTyYeHHS KOH(puACHIHAIbHOWM wuHOpManuu. Heokpemnmas TmcHUxuKa,
MOJIBEP’)KCHHOCTh BHYIICHHWIO W MAHUITYJUPOBAHUIO [IEJIAIOT HX JIETKON
«J100BIYEI 1JIs 37I0YMBIIIJICHHUKOB.

Cmaiin 8.
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BE3OMNACHOCTb IETEA B CETU —

3TO HE 3ATPETHI, A AOBEPUE U NPABUNA
BbICTPAMBANTE OTHPLITLIC OTHOWEHMA: PECEHON

A0MMEH FHATH, 4TO MOBET PACCKAZATHL Bam 0 MoBok
npobneme Ge3 CTpaxa HaKaIaHMA.

YCTanosnTe YeTKHe rpaMnubl: COMMacynTe Bpems
OHNARH, PAFPEWEHHBIE CAATHI M NPUAOKEHNA

UcnonvayiTe TEXHUNECKWE CPegcTea:
POAMTENLCKNIA KOHTPONEL ¥ OBIUME 3HKAYHTLI
ANA MAAALMX AeTeR

be3onacHocTh AeTel B CeTH — 3TO HE MPOCTO 3aNlpeThl, a CO3JaHue
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO00XOJIMMO BHICTpauBaTh JOBEPUTEJbHbIE OTHOIIEHUS ¢ pedeHKkoM. J[eTu
HE JIOJKHBI MCKaTh MOHUMAaHUS Y HE3HAKOMIIEB B CE€TU, a OBITh YBEPEHBI, UTO
MOTYT paccKazaTh POIUTENSIM O JTI000H CTpaHHOW WJIM HEMPUSITHOW CUTYaIluU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpUTHCH U YCTAHOBUTH YEeTKHE MPABUJIA. KAKUE CANTHI
MOYKHO MOCENIATh, CKOJIBKO BPEMEHH NPOBOAUTH OHJIANH, KAKUE MPHUIIOKECHUSA
MO>KHO MCITOJIb30BaTh.

Jlisg Mmaagmux gereil peKOMEHAyeTcsl CO3aBaTh aKKAyHThl BMECTE U
3HaTh MX MapoJiv. VMcrnosib30BaHKE CNEeUMAJIN3MPOBAHHOIO MPOTPAMMHOIO
o0ecreyeHHsi POAUTEIHLCKOT0 KOHTPOJISA MMO3BOJIUT OIPAHUYMBATH BpEeMS 32
9KpaHOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIC CAUTHI.

CylecTByeT MHOKECTBO TMPECTYNHBIX C€X€M, HCIOJIb3yEeMbIX
KHOEPMOIIICHHUKAMH B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHHUX JIeTeil.

Craiin 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNIEHUIA NPOTUB AETEN

o

uBbecnnarHeien nopap A SaNpocel OT «Apyseirn Fpymunr ==

LA BOCNONIOBETRCA QOMEMEN M
BEMBAATE ALHOFN $E0ES AN 0N B HeY
assmnr

Cexcropuwen Knbepbynnmur JecTpyRTHBHLIA KOHTEHT

(O 8,

Uern. Wanrarmposate pelienss ¢ Lere: somtess @ onmc e coobumcTes,
MISVICELRID MO F4 MM RC M AT i cMIDNDr 1 “EEEE TRARMGS B MEYTIAX NOOND BAIM VIR CYMIMG, HICHTIE W
| — waregranze n raravms cockeamatns SecrpewsN

!

Cnpasouno:
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Cnocobwi kubepnpecmynienuii 8 OmHouteHuu oemetl U NOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIMU, KO020Ad peOeHKy Ois
NOJYYeHUs 8blucpblula Npeoidazaemcs nepeumu mno Ccolike U B88ecmu
niamedicuvie U uHvle 0anHvle e2o pooumeneti. OCHOBHA Yelb — YKPACMb
OaHHble OAHKOBCKUX KAPM WU YUEeMHbIX 3anucel;

«gpeiikosviey 3anpocel om Opy3eil, Ko20a C UCNOAb308AHUEM
831OMAHHO20 AKKAYHmMa oOpy2a pebeHKa npocsim Hnomoub (nepegecmu
OeHediCHble CpedCcmBa), a pebeHOK, JHcellds NOMOUb, MONCEm He YCOMHUMbBCS
8 IUUHOCMU NPOCAUE20,

«2PYMUHZY, K020A 83DOCIbIU 3TN0V MBIULIEHHUK HOO 8UOOM C8EPCMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Uau uepax, nOCmeneHHo
8b168EObIBACTN TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bi3bl8den H)8CMeEo
OIU30CmuU, a 3amem MOXdiCem BbINPAUUEAMb UHMUMHbIE (omo/eudeo unu
HA3HAYaAmMb JUYHYIO BCHPewy, UMO MOJCem NPUBeCmu K COBEPULCHUIO 6
OMHOWeEHUU pebenKa OelUcCmeull CeKCyalbHo20 Xapakmepd, Komopule
PpebeHoK 6 CULy 803pACma He MOXNCEem OYeHUBAMb, KAK COYUANbHO-3HAYUMDbLE,
CuUmas npouUcxoosiuee uepo;

«CeKkcmopuien), Ko20a npecmynHux, HoJay4ue UHmumMHvle Gomo uiu
8U0eo0 (00OPOBOILHO OMNPABIIEHHbIE PeOEHKOM UNU Yepe3 B3/10M Kamepbl),
HAYUHAem WaHmaicuposams pebeHKa, 8blMo2as Kak mamepuaivhvie oiaza,
Max u ycuyey, 8 mom Yucie ceKcyaibHo20 Xapakxmepa,

Kubepoynnune (umu mpaens), Ko2oa co30aomcst 2pynnvl U NAOIUKU OIS
Hacmeulex, YHUUmMe bHblX KOMMeHmapues, Omnpasistomcs yepo3vl 6 IUUHbIX
COOOWEeHUsAX, UMOoObl NPUYUHUMDL DeOeHKY NCUXON02UYecKyro 00/b, Umo
HepeoKo MOodHcem 3aKOHYUMCSL Oenpeccuell Ul 0axce camoyouticmeom,

6ogleuenue 6  ORACHble  coodulecmea, nponazaHoupyloujue
oenpeccusHvle meueHuss, Cyuyuo, AHOPeKCuro, HACUIUe UIU IKCIMPEMUIM,
KOmopble npenoOHOCAMCs pPeOeHKy KaK UYmo-mo «MOOHOe», «Kpymoe» u
«3anpemmoey.

Cmaiin 10.
a8

4 KNKOYEBBLIX NMPABUNA BE3ONACHOCTH
B CETU AETEW UM NOAPOCTKOB

Xpaumn nuunoe B Taikne
He nyGaniyit aapec, WHoMy, reomMeTkH, AaHHbIe J0KYMEHTOR M K
NAaHLI CEMBbA.

Nomum anropurm « CTON-CNPOCKA-PACCKAXU»

CTON, echn uro-1o Hactopamueaet. CNPOCH y poantensh,
ecnu HenoHATHO, PACCHAMM eapocnbim o moboi yrpoae /
Wik Anckomopre.

Koutponupyh kpyr obujenms

NoGagnait 8 4py3sR TONKO TEX, KOTO IHASIL MMUHO.

Hacrpoi npreaTHOCTL Npoduaa. \
BrAOMAA KPUTHMECKOE MbILLNEHHE

He nepexoam no COMHUTENLHLIM CChINKaM. He BEpb CAMLLKOM
KBLTOMHBIM S TTPEMOMEHNAM

Baxxno Hayuuth nereil UUPpPOBOM TPAMOTHOCTH M KPUTHUYECKOMY
MbIIUIEHHIO. VM HyXHO mNoOHHMMarh, 4ro HMHTEpHET — 3TO OTpaxkeHHe
PeaJbHOI0 MHPa: B HEM €CTh M XOpOIllMe, M IJIOXHEe JI0JH, U NPaBHJIa
0€30MaCHOCTH 3/eCh TAK K€ Ba’KHbI, KAK U Ha yJjuue. He skoHOMBTE Ha
BPEMEHH, Yalle 1 O0JbIlIe pa3roBapuBaiTe CO CBOMMHU JeThMU!
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Taxoke B 3aIIUTE OT MPECTYIHBIX MOCITATENHCTB, B MHPOPMUPOBAHUU U
JOIIOJIHUTEIIbHOM BHUMAHUU HYXJIAKOTCS U JIFOJIA [OKUIIOTO BO3paCTa.

*khkkk

3a mocneaHee BpeMs B pecnyOiMuKe MPOM3OILIM 3HAYUTEIbHBIC
MO3UTHUBHBIC CABUTH: yAAJIOCh OOIIMMHU YCHUIUSMHU TEPEIIOMUTH TCHICHITHIO
pocta 4mciia KAOEPHpecTyIUIeHWH, 3aMETHO BBIPOC YPOBEHBH ITHM(PPOBOM
3alTUThI, JIEMOHCTPUPYET OINEPATHBHOCTh W QJANTUBHOCTh K TEKYIIHM
BBI30BaM OE€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KHOEPOE30MacHOCTH H
np. [IpumedaTensHO, YTO HAIIl ONMBIT OOPHOBI ¢ KHOEPIPECTYIMTHUKAMU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHax.

Kak ormerun Ilpe3ugent Pecnyoimku benapycs A.I'.JIykamenko,
«abconomuylo 3auwjumy Om Kubepamaxk He 2apaHmupyem HU O00HA
cucmema 3auiumol, HO Mbl 00JIHCHb MUHUMUIUPOBAMb PUCKU». DTOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbI Y4YaCTHUK HMHGOPMAIMOHHBIX
OTHOIIEHUHN, KaxKJIas oOpraHu3anus OyAyT OTBETCTBEHHO TMOIXOIUTh K
BBITIOJIHEHUIO TpeOOBaHUN 10 KUOepOe30MacHOCTH, a KaXKAbld YeIOBEK
OPOSIBUT OJUTEIBHOCTH W BHUMATEIBHOCTH B Cllydae CHUTyallud C
MOTIIICHHUKAMH.

Cnaiig 11.

Poauranm, HayusTe aeTed Npagwna BEps raTe FHKaYHTH
NOMBEZ0EATECA HHTERHETOM QEzoNacHONS NOBS0aHWR oT adeprcToe!
NpaanHo!

g7 AKASEMMA YTIPABNEHHA
T NPH NPESWOEHTE
PECAIYENMKM BENAPYCE




