npasun
MHPOPMALIMOHHOMN
6e3onacHoCcTU

rnaBHoe ynpasneHue
no NPOTUBOLENCTBUIO
KubepnpecTtynHocTu

KM MB[] Benapycwu

KAY HE CTATb HicrP i olva

MPECTYTMTHUKA

HAOEXHbIE MAPOJIUN

01

HEOBXOOAUMO:

+ Co3paBaTb NepcoHanbHble (YHUKanbHble)
Naponu K pasHbiM cepBucam

+ Vicnonb3oBatb CI0XHbIE naponvn: MUHUMyMm 10
CUMBO/NOB, OAQHOBPEMEHHO UNPbl, CTPOYHbIE
W NPOMUCHBLIE CUMBONbI, 3HAKU MYHKTyaLuu 1
apyrve cCumBonbl

+ [loBepsaTb TONbKO NPOBEPEHHbIM
mMeHegxepam naponew

BE30MACHbIA WI-FI

HE PEKOMEHAYETCSH:

Mcnonb3oBaTth NOBTOPEHUS CUMBO/IOB
XpaHuTb Naponun Ha 6yMaxHbIX HOCUTENAX

Mcnonb3oBaTth B Ka4yecTBe naponis CBOW NOrunH
(M5 nonb3oBarens, y4eTHana 3anuchb, HMKHeﬁM)

CoxpaHaTb Naposb aBTOMaTU4YeCKM
B 6paysepe

Mcnonb3oBaTb 6uorpaduyeckyro
nHopMaumto B napone

02

+ OtknounTb 06WKMit goctyn Kk ceoent Wi-Fi
TOYKe, flaxe ecnny Bac 06e3NUMUTHbIN
NHTepHeT

+ Mlcnonb3oBaTth HafeXHbIN (CM. Bblle) Naponb
ans goctyna k sBawen Wi-Fi Touke

+ [leakTnBmMpoBaTb aBToMatM4yeckoe
NOAKNIOYEHNE CBOUX YCTPOUCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

X MepexoauTb NO HENPOBEPEHHbLIM CCbINKaM

+ Mcnonb3oBaTtbk cneuynansHoe NporpaMmHoe
obecneyeHune (@HTMBUPYC, paclumperne ans
6pay3epa), 4ToObl nzbexartb NoceLleHns
COMHUTENbHbIX CANTOB

BBOAUTb CBOM NOrvH 1 Naponb AocTyna K
YYETHOM 3anucu (CTpaHuue) unu cucteme
6aHKOBCKOro 06CcnyXuBaHusa npu
NOAKNIOYEHUN K 6ecnnaTtHbIM (OTKPbITbIM)
Toukam Wi-Fi B kache, TpaHCcnopTe, TOProBbIX
LeHTpax u 1.4.

03

X BBoautb MHhopmauuio Ha canTax, ecnm

coeAnHeHune He 3awuweHo (Het https n & )



npasun rnasHoe yrnpasneHue

MHPOPMaALMOHHOM no NPoTUBOLENCTBUIO

6e3onacHoCTH KubepnpecTynHocTH
KM MB[] Benapycu

BE30MACHOCTb 3/IEKTPOHHOM MNOYTbI 04

HEOBXOOUMO: HE PEKOMEHAOYETCSH:

+ MoaknioynTb ABYX(AKTOPHYIO X PearnpoBaTb Ha NUCbMa OT HEU3BECTHOIO
ayTeHTudukaumio OTNpaBuUTeNA: CKOpee BCero 3To cnam unu

MOLLEHHUKM

+ Wcnonb3oBaTtb MUHUMYM 2 TUNa e-mail
aApecoB: 3aKpPbITbif (TONLKO ANA NPUBA3KK X OTtkpblBaTh NOAO3PUTENBHOE B/IOXEHUE
YCTPOWNCTB U CPEACTB UX 3aLnTbl) U K MMCbMY: CHayana no3sOHUTE OTMNPaBUTESNIO
OTKPbITbIY (ANS8 Nepennuckun, NoanUCoK u T.4.) W y3HanTe, 4To 3TO 3a han

+ Ucnonb3osatb CMAM-thunbTpb

NCNONb30OBAHUE NMNPUNOXXEHUWN, COLLCETEM U MECCEH)KEPOB K#

+ YcraHaBnuBaTb NPUNOXEHUS TONBKO X Pa3mewatb NepcoHanbHyO U KOHTaKTHYIO
n3 PlayMarket, AppStore nnu ns nHopmauuio o cebe B OTKPbLITOM AoCTyne

npoBepeHHbIX NICTOYHUKOB
X Mcnonb3oBaTtb yKa3aHue reonokaunum

+ O6pawartb BHUMaHNe, K Kaknum hyHKUMAM Ha (oTO B nocrax

ragxera npunoXxeHue sanpawmsaert 4oCTyn
X OtBeyvaTb Ha 06MAHbIE BbIPaXeHUs

+ O6MeHnBaTLCH COOBLIEHUSIMM B COLICETAX U W arpeccuio B COLICETAX — Nydlle Hanuwmure
MecceHaXepax, TONbKO NOMHOCTLIO 06 3TOM aAMUHUCTPATOPY pecypca
YAOCTOBEPUBLLUCH B IMYHOCTH
cobecefiHuKa, He pearnpys Ha X Ynotpe6nate HEHOPMATUBHYIO NEKCUKY
COMHUTENbHbLIE MPOCLOLI U NPEeANOXEHNUS Npy oGweHnu

X YcraHaBnuBatb NPUNOXeHNA C HU3KUM
PEUTUHIOM U OTpUUATEeNbHBIMU OT3biIBAMMU

3ALUNTA OAHHbIX BAHKOBCKOW KAPTOYKM 06

+ XpaHuTb B TallHEe NUH-KOA KapThbl X XpaHuTb NUH-KOA BMECTe C KapToykowm /
Ha KapToyke

+ MpuKpbIBaTL NaA0OHLIO KNABMaTypy npu

BBOAE NUH-KOAA X Coobuwartb CVV-kog nnun otnpaBnaThb
ero ¢oto
+ OdopmnTtb OTAENBHYIO KapTy ANS
OHNaNH-NOKYMNOK U He AepXaTb Ha Hewn X PacnpocTpaHfATb CBOW NacnopTHbIE AaHHbIe
6onbKne CyMMmbl (MHOpMaUMIO NTMYHOrO XapakTepa, HoMep
MoOOGUNbHOro tTenedoHa), NOrMH U nNaponb
+ Wcnonb3osatk ycnyry «3-D Secure» aocTyna K cucteme «MHTepHeT-6aHKUHM
U NUMUTBI HA MaKCUMaNbHbIE CYMMbI
OHNanH-onepaunm X CoobuwaTb AaHHble, NONYyYEHHbIE B BUAE
SMS-coo6ueHnin, ceaHcoBble Naponu, Koa
+ CkpbiTe CVV-KOA Ha KapTe (TPex3Ha4Hbli aBTOpW3aLmMK, naponb 3-D Secure u T.4.

HOMep Ha o6paTHOW CTOPOHE),
npeaABapuUTeNbHO COXPaHUB ero



